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IT-SESA - Securing Email with Cisco Email
] Security Appliance
Cisco - CCNP Security - Networking

Durata: Lingue: Certificazione:

3 Giorni Italiano Cisco Certified Network Professional
Security

Descrizione del corso

The Securing Email with Cisco Email Security Appliance (SESA) v3.0 course
shows you how to deploy and use Cisco® Email Security Appliance to establish
protection for your email systems against phishing, business email compromise,
and ransomware, and to help streamline email security policy management. This
hands-on course provides you with the knowledge and skills to implement,
troubleshoot, and administer Cisco Email Security Appliance, including key
capabilities such as advanced malware protection, spam blocking, anti-virus
protection, outbreak filtering, encryption, quarantines, and data loss prevention.
This course helps you prepare to take the exam, Securing Email with Cisco Email
Security Appliance (300-720 SESA), which leads to CCNP® Security and the
Certified Specialist - Email Content Security certifications.

Programma

e Describing the Cisco Email Security Appliance

e Administering the Cisco Email Security Appliance

e Controlling Sender and Recipient Domains

Controlling Spam with Talos SenderBase and Anti-Spam
Using Anti-Virus and Outbreak Filters

Using Mail Policies

Using Content Filters

Using Message Filters to Enforce Email Policies
Preventing Data Loss

Using LDAP
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e SMTP Session Authentication
e Email Authentication
e Email Encryption
e Using System Quarantines and Delivery Methods
e Centralized Management Using Clusters
e Testing and Troubleshooting
e References
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